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Hazard Study Leader to select appropriate questions from the list in conjunction with Asset Engineer.

Controls system and logic to be broken into blocks and the Hazards (Risk areas) discussed (e.g. prevention of over speed, excessive pressure rise, penstock pulsations, over / under voltage etc.). Then ‘What If’ questions applied to each block.

‘What if’ questions should be constructed considering the three basic categories of causes of accidents:

1. Equipment Failures;
2. External Events; and
3. Human Error
There are also some overview categories listed.

1. Equipment Failures
Controls

· there is a loss of power supply
· there is a complete loss of signal

· there is a control system mechanical failure

· there is a control system software failure
· there is a control system operator error

· there is a control system logic error

PLC’s

· there is a PLC power supply failure

· there is a PLC software error

· the PLC output freeze

· there is a MMI input error.

· there is a loss or change of input signal

· there is an unplanned reboot / planned reboot

Batteries / UPS

· there is a loss of output

· there is a low voltage

· there is a loss of capacity (deterioration or additional demand)

Communications

· there is a loss of link

Components

· a component ruptures (e.g. pipes, vessels)

· a component leaks (e.g. pumps, valves)

· a component blocks (e.g. pipes, tubes)

· a component fails open (e.g. valve)

· a component fails closed (e.g. valve)

· a component fails to open on demand (e.g. valve)

· a component fails to close on demand (e.g. valve)

· a component fails to start (e.g. pump)

· a component fails to stop (e.g. pump)

· a component starts prematurely (e.g. pump)

· a component stops prematurely (e.g. pump)

· a component over speeds (e.g. driver on engine)

· a component loses heating  /  cooling (e.g. exchangers)

· a component structure becomes corroded, weakened, etc.

· a component is not maintained  /  cleaned

Instrumentation

· instrumentation fails

· instrumentation reads inaccurately (e.g. high, low)

· instrumentation is calibrated improperly

· instrumentation is incorrectly installed

· instrumentation is improperly located

· instrumentation loses all power

· instrumentation loses partial power

· instrumentation receives inadequate maintenance

· instrumentation measures the wrong factor

· instrumentation is subjected to electrical noise / surges

· a set point is wrong (e.g. high, low)

Sensors

· a sensor fails

· a sensor blocks or is fouled

· a sensor is inappropriately located

Transmitters

· a transmitter fails

· a transmitter sends an incorrect signal

Alarms

· an alarm fails

· an alarm activates spuriously

· an alarm is disregarded

· an alarm is disabled

· alarms are inadequate

· alarms cannot be seen

· alarms cannot be heard

Displays

· a display sticks

· a display zero is misadjusted

· a display is misread

· a display cannot be seen

Filters

· filter blocks

· filter overpressures

· filter fails to function

· filter ruptures

· filter has a screen installed with an incorrect mesh size

Piping

· piping leaks

· piping is fractured

· piping blocks

· piping becomes fouled

· piping is corroded internally

· piping is corroded externally

· piping is eroded

· piping supports fail

· piping is subject to external impact

· piping is subject to backflow

· piping is subject to flow or pressure surges

· piping is subject to liquid hammer

· piping is subject to vibration

· welds leak

· gaskets / seals / flanges leak

· pressure relief fails (open / closed)

· sight glasses break

Valves

· valve fails mechanically

· valve actuation fails

· valve is misoperated

· valve leaks

· valve seals fail

· valve becomes fouled or corroded

· valve is subjected to flow or pressure surges

· valve is subjected to liquid hammer

· valve is impacted externally

· valve is subjected to backflow

Motors

· there is a short circuit

· the motor overheats

· there is a loss of power
Pumps

· pump fails to start / stop on demand

· pump is started with the discharge isolation valve closed

· pump is started with the suction-side valve closed

· pump relief valve fails open / closed

· pump loses suction / has too low a NPSH

· pump becomes vapour locked, cavitates

· pump packing gland or seal leaks

· pump is subjected to freezing

· pump is submerged under water

· pump over speeds
· pump under speeds
· pump isn't maintained, cleaned

· pump breaks a shaft

· pump loses lubrication

· pump's power supply fails

Tanks

· tank leaks

· tank is overfilled

· tank vent blocks

· tank relief valve fails (open / closed)

· tank heating / cooling system fails (high / low)

· tank filling / emptying line breaks

· tank lining becomes corroded, weakened, fails

· tank instrumentation fails

· tank is exposed to high temperature (e.g. external fire)

· tank is not cleaned, maintained

· tank is over pressured
Heat Exchangers

· heat exchanger loses its cooling flow

· heat exchanger's relief valve fails open  /  closed

· heat exchanger is over pressured
· heat exchanger leaks from high to low pressure side

· heat exchanger tube ruptures

· heat exchanger has too high flow rate

· heat exchanger has too low flow rate

· heat exchanger's tubes are subjected to vibration

· heat exchanger experiences excessive fouling (either side)

· heat exchanger isn't cleaned, maintained
Bunding

· the capacity of the bund is insufficient

· the bund's wall strength is insufficient

· the bund is flooded

· the bund is too close to the tank

· the bund is damaged

Pressure Relief / Anti Vacuum Valves

· the valve activates prematurely

· the valve fails open

· the valve fails closed

· the valve chatters

· the valve is set to open at an improper pressure

· the valve blocks

· the valve has a high back pressure

· the valve has a spring failure
2. External Events

External Events originate outside the facility but can often have an adverse effect on it. Typical questions concerning External Events, categorized by type, are provided here:
Natural Events - WEATHER
· the ambient temperature is extreme (high / low) (may cause vaporization or freezing of materials, thermal stresses or embrittlement)

· a forest or bush fire occurs

· a plant fire occurs

· flooding external to the plant occurs

· flooding occurs within the plant

· frost occurs

· hail occurs

· a severe storm occurs

· ice forms on structures during cold weather

· lightning occurs during a storm

· a mud slide occurs

· it rains or the weather is very humid

· sleet occurs

· it snows

· there is solar radiation

· there is a static electricity build-up
· there are high winds

Natural Events - GEOLOGIC
· there is earth movement

· there is an earthquake

· there is a landslide

· there is severe erosion in the vicinity of the plant

Human Induced Events - TRANSPORTATION
· there is a vehicle accident (car, truck)

· there is a crane accident

· there is a lifting device accident

· there is a fork lift accident

Human Induced Events - ADJACENT OPERATIONS
· there is a system disturbance

· there is an incident in an adjacent unit

· there is construction in the vicinity

· there are dropped objects

· there is a fire in an adjacent unit

· there is leakage of Hazardous chemicals in the area

· there are loading  /  unloading operations in the vicinity

· a missile is set off (compressed gas cylinders, rotating equipment, explosions)

· there is smoke in the area

· there is a structural failure

Human Induced Events - MAINTENANCE ACTIVITIES
· cutting is performed during maintenance

· lifting is performed during maintenance

· temporary stresses occur during maintenance

· welding is done during maintenance

Human Induced Events - DELIBERATE
· someone sabotages the plant

· someone vandalizes the plant

· there is a terrorist act

Utility Failures
· the factory air system fails

· the utility air system fails

· the breathing air system fails

· the cooling water system fails

· the electrical system fails

· the electric heating system fails

· the electric heat tracing system fails

· the lube oil system fails

· the dewatering system fails

· the fire water system fails

· the backup utility systems fail

3. Human Error

Various sources estimate that Human Error accounts for 50-90% of all accidents. Consequently it is vital that Human Error be treated in Hazard analyses. The various errors that designers, operators, maintenance engineers, managers, and other personnel can make depend on the actual operation taking place. The following questions are intended to provide an example of Human Errors that an analyst may need to consider. In addition to these questions, typical causes of Human Error are provided. These causes are intended to assist the analyst in formulating a range of questions specific to an operation taking place.

General
· improper design is used

· improper construction is performed

· improper start-up procedures are used

· inadequate operating procedures are used

· inadequate Emergency procedures are used

· improper maintenance is performed

· improper testing is performed

· improper inspection is performed

· improper decommissioning procedures are used

· improper demolition procedures are used

· management is inadequate or unsatisfactory
Operators
· Operator does not perform an action

· Operator performs the wrong action

· Operator performs an action at the wrong time

· Operator performs an action at the wrong place

· Operator performs actions in the wrong sequence

Maintenance
· maintenance is not done regularly

· maintenance is done improperly

· maintenance is done at the wrong time

· maintenance does not restore the component to normal working conditions

· maintenance inadvertently initiates a future Hazardous condition

Testing
· testing is done improperly

· testing is not done thoroughly / realistically

· testing is done irregularly

Overview

Miscellaneous

· Earthing

· Lighting protection

· Equipment environment

· Spares

· Testing

· Training

Software

· QA

· Revision Control

· Testing and Commissioning

Maintenance

· Isolation

· Manual override

· Off line requirements

Documentation

· Design philosophy

· Operating Instructions

· Standard Operating Procedures

· Abnormal operating procedures

· Software design and documentation

· Commissioning 
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