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Attachment 4 - Causes of Failure
These lists may be used to augment either a Hazard Identification or ‘what if’ e.g. it might be useful to start by reviewing common causes of failure relevant to the study, or at least provide as reference.
External Events

External Events originate outside the system but can have an adverse effect on it. Here we provide checklists of External Events categorized by type.
Natural Events - Weather

· barometric pressure, rapid changes during hurricanes and severe storms

· drought, may impact the availability of cooling water for plant site

· dust storm

· extreme ambient temperature (high / low) vaporization or freezing of materials, thermal stresses or embrittlement may occur

· fire (forest / bush) check proximity to trees and combustible vegetation

· fire (plant) review proximity to flammable-containing systems, e.g. fuel oil storage

· flooding (external) rivers, lakes, streams, ocean, storm water drainage

· fog

· frost, may cause damage to foundations

· hail, has potential for missile impacts

· hurricane

· ice, loss of cooling, mechanical damage due to falling ice

· lightning, may damage plant power system, computer control systems are vulnerable

· mud slide

· pollution

· rain or high humidity

· sleet

· smoke

· snow, may result in overloadings

· static electricity

· wind (high), both pressure and missile effects

· wind (turbulent)

Natural Events 
· earthquake

· landslide

· tsunamis

Aging Plant

These are factors that result from plant aging that may adversely affect safety.

· corrosion

· metal fatigue

· sinking foundations

· compliance

· internal standards not met

· redundant piping / equipment

· lack of maintenance

· failed pipe / vessel supports

· mindsets in operators

· wiring insulation failed

· embrittlement of seals, packings, gaskets

· settling

· wearout of components

· building integrity / deterioration

Components

· ruptures (e.g. pipes, vessels)

· leaks (e.g. pumps, valves)

· blocks (e.g. pipes, condensers)

· fails open (e.g. valve)

· fails closed (e.g. valve)

· fails to open on demand (e.g. valve)

· fails to close on demand (e.g. valve)

· fails to start (e.g. pump)

· fails to stop (e.g. pump)

· incorrect element (e.g. impeller)

· overspeeds (e.g. driver on engine)

· loss of heating / cooling (e.g. exchangers)

Instrumentation

· sensor fails

· transmitter fails

· inaccurate reading  (high, low)

· set point wrong

Controls

· power fails

· logic error

· control lines severed

· incorrect command

Examples of causes of equipment failure in process systems are provided here.

Components - Pipes

· internal corrosion

· external corrosion

· erosion

· chemical attack

· cracks

· external impact

· vibration

· liquid hammer

· overpressure

· poor welds

· inadequate support

· overloading

· fouling

· sight glass breaks

Components - Vessels

· cracks

· seal failure

· flange leaks

· agitator failure

· overpressure

Components - Valves

· flange leak

· packing leak

· fouling

· stem damage

· power failure

Components - Pumps

· seal leak

· gland leak

· bearing failure

· impeller imbalance

· cavitation

· vapor lock

· overheating

· gasket failure

· scaling

· overspeed

· power failure

Components - Compressors

· seal leak

· backflow damages tubing

· overpressure

· loss of power

· explosion

· overspeed

· overheats

· freezes

Components - Exchangers

· fouling / plugging

· loss of cooling

· loss of product

· leaks

· overpressure

· corrodes

Components - Filters

· blocks
· corrodes through

· comes loose

Components - Heaters

· loss of power

· overheats

Components - Flares

· flame failure

· igniter failure

· blocks
· liquid carryover

· undersized

Components - Columns

· clogged tray

· collapsed tray

· faulty tray

· plugged drain cover

Instrumentation - Sensors

· blocks
· mechanical failure

· improperly located

· incorrectly installed

Instrumentation - Transmitters

· loss of instrument air

· mechanical failure

Instrumentation - Displays

· sticks

· zero misadjusted

Controls

· utility failure

· mechanical failure

· computer failure

· operator error

Safety Devices - Pressure / Vacuum Relief Valves

· activate prematurely

· fails open

· fails closed

· chatter

· improper set pressure

· blocks
· high back pressure

· spring failure

· bellows failure

Safety Devices - Rupture Disks

· installed backwards

· wrong pressure rating

· corrodes through

· not seated properly

Safety Devices - Flame Arresters

· plugged

· damaged

Safety Systems - Bunds

· capacity insufficient

· wall strength insufficient

· flooded

· too close to tank

· damaged

Safety Systems - Water Sprays

· plugged

· internal corrosion

· wrong orifice

· poor distribution pattern

· inadequate water supply

· spray blocked

Safety Systems - Gas Detectors

· poisoned

· circuit fault

· wrong type

· damaged

Safety Systems - Barriers

· undersized

· damaged

Machinery - Motors

· short circuit

· overheating

· loss of power

Human Induced - Transportation (Movement, Incident, Crash)

· airplane

· marine

· railroad

· vehicle

· crane

· lifting device

· fork lifts

Human Induced Events - Adjacent Operations

· adjacent process units

· construction

· dropped objects

· external fire

· flooding [internal] - failure of water storage tank, blockage of storm water sewer

· leaking chemicals - may impair operators, equipment damage possible

· loading / unloading operations

· missiles / Projectiles - compressed gases, rotating equipment, explosions (pressure vessels, vapors / gases)

· nearby plants / processes

· outside Contractors

· pipelines

· storage facilities

· structural integrity

· toxic vapor release - may impair operators

Human Induced - Maintenance Activities

· crimping pipes

· cutting

· lifting

· temporary stresses

· welding

Human Induced Events - Deliberate

· sabotage

· vandalism

Human Error

Various sources estimate that human error accounts for 50-90% of all accidents. Consequently it is vital that human error be treated in Hazard analyses. The various errors that designers, operators, maintenance engineers, managers, and other personnel can make depend on the actual operation taking place. 
The following checklists are intended to provide examples of human errors that an analyst may need to consider. In addition to these items, typical causes of human error are provided. These causes are intended to assist the analyst in considering a range of Hazards specific to an operation taking place.

Categories of Error

· Action is not performed (omission error).
· Action is performed incorrectly.
· Action is performed in wrong place.
· Action is performed at wrong time.
· Action is performed in wrong sequence.
· Non-required action is performed (commission error).
Actions

· design

· construction

· commissioning

· operation

· maintenance

· sampling

· testing

· inspection

· Emergency response

· start up

· shut down

· decommissioning

· demolition

Types of Errors

· slips or aberrations

· those due to poor training or instructions

· those due to lack of physical or mental ability

· those due to a deliberate decision not to follow directions (violations)

· those due to actions, inactions or decisions by managers (management errors)

Reasons for Errors

· slips or aberrations

· inattention to operation

· distracted Worker
· training or instructions

· inadequate training

· inadequate supervision

· poor instructions

· poor procedures

· training or instructions not understood

· no regular refresher training

· physical or mental ability

· equipment not accessible

· inadequate strength

· inadequate vision

· inadequate hearing

· inadequate reading skills

· poor memory

· does not understand job

· overwork

· boredom

· habits

· mindsets

· inability to handle unusual situation

· Worker has unrealistic objectives

· Worker does not follow instructions well

· poor communication skills

Violations

· disgruntled Worker
· overzealous Worker 
· short cuts in operations

· correct procedures are tedious

· correct procedures do not appear to make sense

· makes work easier

· emphasis on wrong goals

Management Errors

· managers not designated

· no policies and procedures

· no implementation of policies and procedures

· resources not allocated

· no commitment

· mismatch of responsibility, authority and accountability

· no lines of authority

· no planning or scheduling

· no performance standards, measures or controls

· inadequate communication

· no auditing

Utility Failure

· air (factory, admission, breathing)

· backup systems

· cooling water
· electricity

· fuels (fuel gas, natural gas, propane, bunker C, heating oil, gasoline, kerosene, diesel)

· fume / dust / vapor collection

· heating medium (steam, electricity, transfer oil, molten salt)

· heat tracing (steam, electric)

· incineration

· inert gas

· inerting

· oil (flush, lube, seal, mineral, heat transfer)

· pressure / Vacuum System

· purge gas

· radioactivity (NDT, level devices)

· sewer (chemical, sanitary, storm)

· steam

· ventilation / exhaust

· water

Site and Facility Layout
Note The following are some general facility siting issues.

Site Layout

· topography

· drainage

· adjacent facilities

· buffer zones (EPA)

· population density (EPA)

· Emergency response access

· evacuation routes

· aircraft and trains

Facility Layout

· first aid / medical stations accessibility

· access for construction

· adjacent operations

· location of services

· domino effects

· location of ignition sources

Unit Layout

· access for operations

· access for maintenance

· pipelines

· pipe racks

· access for Emergency response

· established spacing guidelines employed

· separation of Hazards

· stacking of equipment above Hazardous equipment

· surge storage capacities minimized

· electrical classification

Storage Layout

· bunding and drainage

· tank-to-tank spacing

· downwind of ignition sources

· temporary storage is suitable

· inventories minimized

Location of Workers
· proximity to Hazards

· duration of exposure to Hazards

Location of Control Room / Station and Other Buildings / Work Areas

· ability to withstand and / or protected from

· toxic material releases

· overpressure

· thermal radiation

· missiles

· collapse of tanks, vessels, or other structures

· impact by vehicle

· flooding by Hazardous liquids

· able to be sealed - positive pressure

· sewers sealed

· control room ventilation isolability from outside air

· Emergency breathing air capability

· adequate Emergency exit(s)

Note: consider areas where Workers may congregate or work, e.g.
· local operating stations for equipment

· loading / unloading areas

· utility operating stations

· guard houses and security stations

· engineering

· workshops

· Contractor work areas

· laboratories

· maintenance shop

· stores

· lunch / break rooms and cafeteria

· administrative spaces

· medical centre)

Emergency Response and Firefighting Capabilities

· location of detection devices

· access for Emergency responders and their equipment

· access by fire or Emergency vehicles

· onsite Emergency Workers equipped and trained

· sufficient PPE

· PPE properly located

· firewater supplies sufficient

· adequate firewater pressure & distribution system

· appropriate power supplies for firewater pumps

· vulnerability of fire-fighting and Emergency Response systems and equipment

· command centre located away from Hazards

· escape routes

· safe havens

Toxic Vapor Release Events

· toxic gas detectors

· ventilation intakes isolability

· Emergency breathing systems

· devices available to indicate wind direction to unit / plant Workers - visible at night

· plant alarms

· evacuation routes and muster points

· effects on visibility
Secondary Containment

· bunding
· collection points

Plant Security

· plant entry and egress

· perimeter security

· plant lighting

· entry to the control room

· prohibited items

· control of vehicles
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